Truth is always aloud spoken

This Article is based on our limited knowledge
Introduction to Computer Security is as below.

For every genuine computer buyer or user, security is the highest concern.

There are various kinds and levels of security. Which have been classified below.

What Security mean?

“The state of being free from danger or injury”


Any computer geek (who has full and complete knowledge of something) will try to prove he has. In order to do that he will attempt to use other’s resources with our their knowledge, which brings him to a state where he feels ecstasy (may be, that’s why hackers/crackers are growing).

I will, all these people will put their skill to work for any positive prospective outcome and not what they are doing now. Whether they think about this or not we should be free from any danger, so lets discuss how our computers can be free from any harm/danger.

After reading this, please provide your valuable inputs.
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Software Security


There are various levels of software security as classified below

1) Operating System (Linux / Debian / MAC / Windows)

2) Software Applications

You should patch your respective operating system frequently from the operating system provider.

For example 

If you need your windows OS updates you should visit 

http://v4.windowsupdate.microsoft.com/en/default.asp
If you need your Red Hat Linux updates you should use Red Hat Update Agent or schedule the package to be updated through the website http://rhn.redhat.com.

It’s better that you do update every week at least. According to my opinion its better to choose Linux (Debian or Red Hat versions) for all your use (SOHO or a Server)

I am not trying to promote anyone. 

In any operating system you should have the below done.

Minimal Necessary event logging (like Application, System and Security)

Disable ping so that any remote system cannot ping indefinitely.

Strict User Access (Remove unwanted users like guest and check the user group to know who can do what)

Follow strict folder and resource sharing permission.

Remove unwanted background process (process which are of less important to you).

Install some kind of clean disk and ad remover utility software which can be used once in while (This tip is only for windows SOHO user, I don’t know how its applicable to other.)

Its always better to have a longer password, with a combination of alphanumeric and special characters (Like “{}[];’/:>? ~`! @#$%^&*()_+|-=\”       ---- If allowed)

There are some brute force algorithms , which can easily break your password. So make sure you password is so complex to break and remember too (.

Search for  “brute force algorithm password” in “http://www.google.co.in”, to explore what it is.


SOHO means Small office home office


Use a good operating system and not Windows 95 or Windows 98. There are no good user access protections that cover Windows 95 or Windows 98. User can press cancel or Esc (key) and login easily when prompted for user access information.

Software Applications is also a concern since they need to be operated securely. They have their own mechanism such as access control and etc.,


Do not install any shareware or freeware with out checking whether it’s a good one (authentic software) or not.


In additional to this windows users need to install a good vIRUs scanner! 

Check http://www.grisoft.com/us/us_index.php for a best free virus scanner for windows (keep your virus scanner updated too, as per the application).

Hardware Security

I don’t know much (on Hardware Security) but you can remove floppy and CD ROM drives, if you cannot do, then use a physical lock (some thing like a phone dial pad lock, which is available in the market) 

Set password while booting (bios – password).  

If you are trying to put your machine as a dedicated server or a collocated server then you need to ensure that it will survive the “acts of god (natural disaster)”. You may will to ensure that your system have enough power backup and network uptime, since this machine can be a dedicated/collocated server.

Network/Internet Security

If your system is on a network, you may need to tweak your system a bit more than what you have done so far.


Install a good firewall or a port blocking utility.  Internet access for any internal purpose in your office should be done using a proxy or a router in order to block the insecure communications.


If you have applications like web, mail, DNS servers, then you need to do a lot. 

Some tips on that - 

DNS looping is not allowed. 

A mail address cannot have its address as a forward address.

Redirection and sub domains and web servers should be done carefully with out any conflict otherwise looping may happen.


If you have a Linux box, then you should join this discussion group, which may help you find solutions instead of solving problems.

http://forum.ev1servers.net/

Security tips for common computer users


Security is not something malicious; it can be very less than that too!

If you are a regular person who visits Internet web sites, you will notice some unwanted (online marketing) popup, something like this too can install unwanted / unnecessary software’s like gator and etc.,


This software is meant as marketing tool and not some thing, which will help you navigate the web easily (Personal Information Managers as they call). 

Personal Information Managers are nothing but some kind of marketing tool, which generate revenue to the company that owns it.


If you want to navigate the web easily you shall use http://www.google.co.in or http://www.altavista.com
 
Do not install any software unless you know its authenticity.

If you are regular Internet user, then you should install a proxy and mail filters (which can remove SPAM)

Educating yourself on the below, will be helpful.

http://mail-abuse.org 

http://www.spews.org 

http://www.spamhaus.org 

http://rbls.org (Real-time Blackhole List)

http://www.solidoak.com 

https://grc.com/x/ne.dll?bh0bkyd2
  -  Internet Vulnerability Profiling (Check your system)

http://computer.howstuffworks.com/channel.htm?ch=computer&sub=sub-security
http://www.tamingthebeast.net/misc/security.htm
http://www.tamingthebeast.net/tools/security-software.htm

Always prefer not to share your personal or other information, this will provide you some privacy over the Internet.

Programming security

Every programmer should take his responsibility to develop a well-secured system (software). He should always check the possible vulnerabilities not by himself but by exploring the system design with others.

For example a web programmer should always try to use post operation. Before processing the post request he should check from where the request has originated by capturing “REMOTE_ADDR or Location” http header.

I lost my breath and can’t continue.


I stop here, if you want to add, please go ahead.

